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ARH, WEIERAT T 83 MRIFRIANT FEFF, M, Remote Procedure Call
Runtime. Win32k. Microsoft Defender &5/ i 11 10 MR E 7 bRl
K2 2A, PUT 9 /NFR (B3F 6 MR SRR 3 M HE R 4L
K, N ERPR:

CVE %% REEE  RABRK FIFHTTRE
CVE-2021-1647 B3 Microsoft Defender 24 AS$0A4T I T N/Y/D
CVE-2021-1658 Ba RPC Runtime i 2447 IR VI N/N/L
CVE-2021-1660 B3 RPC Runtime i 24 AT IR i N/N/L
CVE-2021-1666 Ba RPC Runtime i 2447 IR VI N/N/L
CVE-2021-1667 B3 RPC Runtime i 2447 IR VI N/N/L
CVE-2021-1673 Ba RPC Runtime i 2447 IR i N/N/L
Mi ft SharePoint Server CFEfTHY N/N/M
S RARET HE Hl‘cr(‘)fo arePoint Server tFECHLH,
AT IR R
CVE-2021-1709 i Windows Win32k #XPRIET N/N/M
Wind Remote Desktop Protocol % C» N/N/L
CVE-2021-1674 > Windows Remote Deskiop 2
G ARSI IR R

7E: YA RE T FROFVIT IR CE 7 ATHYINI A2 BRI HY/NY AT R
[D/M/L/U/NA])

&5 & X e

Y Yes iz

N No o

D 0-Exploitation detected O-/Ar i 51 7] H

M 1-Exploitation more likely * 1-5% ) FH AT RE 1Al K
L 2-Exploitation less likely ** 2- %M T REE— R
U 3-Exploitation unlikely *** 3-45 I FH AT REMEAR /)N
NA 4-N/A 4-ANiEH

HH1, CVE-2021-1647 Microsoft Defender it AL $ AT T O & BLAE BT R R,
PLF 2 MNMRIABERARIC A “Exploitation More Likely” , XA FRIX LIRIFATE A S
BRI -
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PUTFRABEFZEABRELEE RNHRERR, B CVE-2021-1709. CVE-
2021-1646. X TXERFFEMLERR, BEWNEP RREZEFFHHT .
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AR, I RAT 83 MR IIAN T A2, FH, CVE-2021-1709. CVE-2021-
1646 Yl HH &7 A5 A0 4 S i = R ILIFHRAS . 734k, CVE-2021-1647 Microsoft
Defender AR PAT IR R AET R, LT 2 AN IR BE bR id
“Exploitation More Likely” , 1XAR 3K IX LR 5 2 2 #F] H -

% CVE-2021-1707
% CVE-2021-1709

A2 AE CERT XFULHEATHIA], RN 9 NMwiH (B 6 MRS 3
ANEEJFFD BIFEMEES T

1. CVE-2021-1647 Microsoft Defender T2 H1AT IR A

RIA%M | Microsoft Defender i FEACHY AT IR I

RIARE | aERMHIT | REEE | K& | FFID | CVE-2021-1647
AFFRFE | RATF EHEMH | kI

IRIARIR | Microsoft Defender " AAER RIS HAT IR, Bt nlidid[a]
H b5 5 # R IEH B SRS T NS 22 FH T REGE#H Y
WS ECM:, MTE Defender 7F [ B4 il % %R,
AR EFUTEN . WE TR, CVE-2021-1647 HHIC A
EEFFIFH . Microsoft Malware Protection Engine 7E /A<
CEHAN T, P BT BE RN T .

SHER

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-1647
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2. Remote Procedure Call Runtime ZFEMREHITIRIA

JRIA&HFR | Remote Procedure Call Runtime iZFEfCHL AT IR

RIAER | BT | REEE | B2 | WD | HELETR SR

AFFRE | RATF EHEMNA | KK

RIA#A | /£ Windows ' RPC GEARFEWMHAD TN, FFAELAZREA
AT (CVE-2021-1658. CVE-2021-1660. CVE-2021-1666. C
VE-2021-1667. CVE-2021-1673) , F&INH| i 75 2 W 45 15
[ B R S ARARFAS I 7 R FH M AR

S

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-1658

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-1660

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-1666

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-1667

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-1673

3. CVE-2021-1707 Microsoft SharePoint Server EFRACHEHATIRIA

RIA4&H | Microsoft SharePoint Server ARG AT IR

RIARE | AR | REEE | E5#E | J§IF ID | CVE-2021-1707

AFFRE | RATF EENAE | R

IRIAHEA | Microsoft SharePoint k55 A LIPS AT IRIF  (CVE-2021-17
07) , £33 B IER)Brds & md s ) SharePoint I ik kA H
IR, SR F IR B B0 # AT AE. SharePoint S 2 5 it Al
SharePoint 55 %K F ) bR SCHRHUTAT AR .

SEEE

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-1707
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4. CVE-2021-1709 Windows Win32k AR #2746 TH

FIALH | Windows Win32k BRI T

RIARE | BRI Mg | HE | J§IF ID | CVE-2021-1709

AFFRE | RaTF EHFHAE | AR

RIAHR | Win32k fF7E— MBRFE TR . Zoad A Hb & 4 50 E (1) ook 2 ) )
M GIRIRLE H bR R 40 1 BL5E 4 P AURIAT AT 2 AR

SHE

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2021-1709

5. CVE-2021-1674 Windows Remote Desktop Protocol % U 222K 5 IR TH

JRIA4FR | Windows Remote Desktop Protocol 4% 0» %4t £33t I Jf

RIARE | et | RREH | 2 J&F 1D | CVE-2021-1674

ATFRE | RATT EENA | R

FIRFIR | Windows 2R MY (RDP) HIF{E R A UIRe&id IR, BA
AR P R ) 2 5 1) A PR F Bk 2 ] LLREAT MU, H AR JE B8
L

SHHRE

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1674
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Windows H 31 #i

Windows 242N JE FH Microsoft Update, 4630w FHEE 3N, < E
Z) NEFERHAE T — X3 sl 2286 . 1 L DR 5 SRRk 22 2% 5 -

1. M “IFihses” sid% Windows thifgE, sdii N “%E”

2. R T A” , HEN “Windows BEHi”  (Windows 8. Windows
8.1. Windows Server 2012 UL Windows Server 2012 R2 HJ j idf il i AR i3k A\
“Windows B3 ” , DRy “HEHIMHR " -> “RGEMZ4A” -> “Windows

7O
3. B REEY” , SRR EIEEIF N HER
4, FFTHENL, ZREH

RGEFANE, THEEHEAN “Windows F#” -> “HE FHH I Ll
BH T I 2EE TR W TR BRI B R, W LR SR A R
NCECE T B R, SO SSU AR IHFAER BEE T S “Microsof
tSEORTHS” , REEREERE TG RE T s RERAN T 3T T EIF %3,

FIREAT

FAk, XN TARBENEH KRG A (41 Windows 7. Windows Server 20
08. Windows Server 2008 R2) , WZH LI N T #EH T R4 1 H*b
T

https://msrc.microsoft.com/update-guide/releaseNote/2021-Jan
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http://www.catalog.update.microsoft.com/Search.aspx?q=KB4565554
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A AE RIH — A 2R R 5 O &R A JU I X eI ) il i
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0x5d93, Microsoft Windows Defender iz 2 UHS$H47 1 (CVE-2021-1647);

0x10020BAC, Microsoft SharePoint Server AR A4T /LSRR (CVE-2021-170
7);

BRI E R T R IT i RGRCE >R TR T2, k4%
“PILE T B CARMTER”

5. 3 T A5 MM ZZ HE AR KA R G M Al T R

T A5 A 28 B A2 3% (NDS3000/5000/9000 R 41) 7=, A& %4k
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